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JUST ANOTHER MONDAY

1. Enumerar redes e serviços na internet

2. Email de phishing

2. Uma vez dentro da rede

o Redes/serviços internos

3. Movimentos Laterais

4. Acesso a credenciais

5. Persistência

6. Aceder à AD 

com privilégios de administrador

7. Aceder à Powergrid e desligar

3.   Uma vez dentro da rede...

o Enumerar redes e serviços 

internos
4.   Movimento Lateral

5.   Acesso a credenciais

6.   Persistência

7.   Aceder à AD com privilégios de administrador

8.   Ligação à Powergrid e desligar...



INTERNET FIREWALL

Subnet 4

Subnet 1

TomCat Server Subnet 2

Subnet 3

Domain 

Controller

Employee 

Endpoints

Powergrid

1. Phishing Email

2.  Instalar malware

REDE CORPORATIVA



LOADING...



INTERNET FIREWALL

Subnet 4

Subnet 1

TomCat Server Subnet 2

Subnet 3

Domain 

Controller

Employee 

Endpoints

Powergrid
1. Phishing Email

2.  Instalar malware

3.  Port Scan

4.  TomCat console login brute force

5.  Reverse Shell

6.  Active Directory scan

7.  Procurar credenciais

REDE CORPORATIVA



Time Alert Priority Status

7:30 am Port Scan ALERT Low (3)

7:55 am User Reported: <HR Report Attached> High (1)

8:00 am User Reported: <Survey to be filled> Low (3)

8:30 am Port Scan across several machines Low(3)

8:32 am Active Directory – User Accounts Locked Out Medium (2)

8:35 am Active Directory – Windows Admin Credentials Medium (2)

Pending

Pending

Pending

Pending

Pending

Pending

Showing 6 of 500

Investigating

ALERTAS, ALERTAS E MAIS ALERTAS...



ANÁLISE DO E-MAIL - SIEM



Time Alert Priority Status

7:30 am Por Scan ALERT Low (3)

7:55 am User Reported: <HR Report Attached> High (1)

8:00 am User Reported: <Survey to be filled> Low (3)

8:30 am Port Scan across several machines Low(3)

8:32 am Active Directory – User Accounts Locked Out Medium (2)

8:35 am Active Directory – Windows Admin Credentials Medium (2)

Pending

Pending

Pending

Pending

Pending

Showing 6 of 500

Completed

Investigating

ALERTAS, ALERTAS E MAIS ALERTAS...



ANÁLISE DO E-MAIL - HEADERS



ANÁLISE DO E-MAIL - TOOLS



INTERNET FIREWALL

Subnet 4

Subnet 1

Apache Server Subnet 2

Subnet 3

Domain 

Controller

Employee 

Endpoints

Powergrid
1. Password Spray

2. Pivoting

REDE CORPORATIVA



Time Alert Priority Status

7:30 am Por Scan ALERT Low (3)

7:55 am User Reported: <HR Report Attached> High (1)

8:00 am User Reported: <Survey to be filled> Low (3)

8:30 am Port Scan across several machines Low(3)

8:32 am Active Directory – User Accounts Locked Out Medium (2)

8:35 am Active Directory – Windows Admin Credentials Medium (2)

Pending

Pending

Pending

Pending

Showing 6 of 500

Completed

Completed

Investigating

ALERTAS, ALERTAS E MAIS ALERTAS...



Time Alert Priority Status

7:30 am Por Scan ALERT Low (3)

7:55 am User Reported: <HR Report Attached> High (1)

8:00 am User Reported: <Survey to be filled> Low (3)

8:30 am Port Scan across several machines Low(3)

8:32 am Active Directory – User Accounts Locked Out Medium (2)

8:35 am Active Directory – Windows Admin Credentials Medium (2)

9:10 am Active Directory – User Authentication failed High (1)

9:12 am Active Directory – User Authentication failed High (1)

Pending

Pending

Pending

Showing 8 of 502

Completed

Completed

Investigating

Pending

Pending

Investigating

Investigating

ALERTAS, ALERTAS E MAIS ALERTAS...



SIEM – TAKE 2 



INTERNET FIREWALL

Subnet 4

Subnet 1

Apache Server Subnet 2

Subnet 3

Domain 

Controller

Employee 

Endpoints

Powergrid
1. Login na AD – HASH DUMP

3.  Exfiltrar informação

4.  Elimiar evidencias

5.  Desligar a rede elétrica

2.  Login na PowerGrid

REDE CORPORATIVA



Time Alert Priority Status
7:30 am Por Scan ALERT Low (3)

7:55 am User Reported: <HR Report Attached> High (1)

8:00 am User Reported: <Survey to be filled> Low (3)

8:30 am Port Scan across several machines Low(3)

8:32 am Active Directory – User Accounts Locked Out Medium (2)

8:35 am Active Directory – Windows Admin Credentials Medium (2)

9:10 am Active Directory – User Authentication failed High (1)

9:12 am Active Directory – User Authentication failed High (1)

Pending

Showing 10 of 504

Completed

Completed

Investigating

Pending

Pending

Investigating

Investigating

ALERTAS, ALERTAS E MAIS ALERTAS...



Obrigado!
fccn.ptjornadas.fccn.pt
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