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PyMonitor - GodZilla

® Melhoria constante dos processos de monitorizacao
® Ambito da missdo do Centro Nacional de Ciberseguranca
® Antecipar (incidentes ou ciberataques)
® Detetar (incidentes ou ciberataques)
® Reagir (aincidentes ou ciberataques)
® Recuperar (de incidentes ou ciberataques)

Criado em 2016 - PyMonitor GodZilla
Simples script que recolhia os valores de carregamentos de um grupo predefinido de URLs.



PyMonitor - GodZilla: Bots

® Software modular,
® Obijetivo:

Monitorizacao de um determinado site
Registando numa base de dados os valores recolhidos

® Atualmente conta com sete bots totalmente autbnomos:

Bot LoadURL

Bot Deface

Bot JavaScript

Bot WordList

Bot Ping (icmp)

Bot DNS (Name Servers)
Bot CertificadosSSL




PyMonitor - GodZilla: Tecnologias usadas
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‘ mongo
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PyMonitor - GodZilla: Dashboard Principal

Admin Dashb
Constituency Type | Administragdo Piblica v| G |
Sh0w| 500 v ‘ entries Search: ‘ ‘
URL P Last Verification Http Code  Time (ms)  Defacing (%) Words i DNS il a
ra E3 I i pt 62.48.240.97 2019-05-07 11.08:58 6
& E3 hitps:/iwww.emfa.pt 194,140 232.200 2018-05-07 11:08:23 6
P ES hitp:iiwww. seg-social.pt/ 195.245.197.201 2019-05-07 11.08:26 6
rd k3 hitps./iwww.meetingsinportugal.com/ 193.126.28.16 2019-05-07 11.08:14 6
rd E3 hitps:/iescolas turismodeportugal. pt/ 5216.71.118 2018-05-07 11:10:03 7
P hitpziwwiw. ivinginportugal.pt/ 37.230.100.152 2019-05-07 11.09:50 7
rd E3 hitps:/iwww.apambiente. pt 193.136.235.13 2018-05-07 11:09:30 7
rd Ed hitp:iiwww.trabalharnauniaceuropeia.eu/ 216.58.211.51 2019-05-07 11.09:53 7
rd L3 hitps./iwww.cplp.org 176.61.147.56 2019-05-07 11.08:28 7
& E3 hitp:iiwww set pt/ 83.240.239.140 2018-05-07 11:08:20 7
P hitp:ifigle].mj.pt 91,198.182.133 2019-05-07 11.08:57 7
& E3 hitps:/iwww.visitportugal com/ 193.126 28.43 2018-05-07 11:09:57 7
rd L3 hitp:i/travelbi.turismodeportugal pt/ 193.126.28.45 2019-05-07 11.00:19 7
rd E 3 hitps:/fwww.portuguesetrails.com 193.126.28.16 2019-05-07 11.09.57 7
rd E3 hitp:iiwww dgae mec.pt/ 193.136 6.143 2018-05-07 11:10:04 7
rd k3 hitps:/iwww.marinha. ptipt 194.140.232.145 2019-05-07 11.09.01 7
rd E3 hitp:iiwww.dre pt 193170177 2018-05-07 11:09:01 7




PyMonitor - GodZilla: Bot LoadURL

Recolhe valores de carregamentos de um site

Recolhe c6digo HTML da primeira pagina

Response Time

Show | 10 v

Last Verification
2019-05-06 06:58:36
2019-05-06 06:58:34
2019-05-06 06:58:31
2019-05-06 06:57:31
2019-05-06 06:57:23

2019-02-07 05:33:45

entries

v URL location
hitps:/fwww.gns.govpt/
hitps:/fwwaw.gns.govpt/
tpS1WWW.ONS. gov ot

hitps:/fwwnw.gns.gov.pt/

hitps:/fwwaw.gns.gowv pti

Time (ms)

Search:

HTTP Code




PyMonitor - GodZilla: Bot Deface

Faz um screenshot do site e compara com o Gltimo screenshot

Comparacao feita pixel a pixel entre os dois screenshots
Retorna o valor da percentagem da diferenca

ScreenShots

Show | 10 v  entries

Last Verification

2019-05-07 11.27:59
2019-05-07 11:12:51
2019-05-07 10:58:53
2019-05-07 10:43:38
2019-05-07 10:27:52
2019-05-07 10:12:27
2019-05-07 09:57:47
2019-05-07 09:42:50
2019-05-07 09:27:44

2019-05-07 09:12:40

v Defacing (%)

Showing 1 to 10 of 4,637 entries

Previous

1

Search:

464

Next




PyMonitor - GodZilla: Bot JavaScript

® Recebe o cédigo HTML de um site e faz parse de todas as tags Javascript:

Ficheiros javascript (*.js):
® Download do script

® Calcula hash MD5
°

Valida se a hash existe na base de dados, caso nao exista, guarda
® Tags JavaScript:

® Calculada a hash MD5 com base na string

Valida se a hash existe na base de dados, caso nao exista, guarda

Javascript - View all scripts

Show | 10 v | entries Search:

Last Verification w url Javascript ‘md5 Javascript Hex Code False Positive
2018-10-12 17:54:22 NS /AW, Cnes. govptistatic/isimain.js qezKr6usF2gVEKWTS0ULEG==

2018-05-14 18:41:38 nitps:/iwww, cnes.gov pustaticlsimain.js UBVIYYGBpsMTENM/mgw==

2018-05-14 18:41:37 hitps:/iwwav.cncs. gov.plistatic/is/plugins. min.js 1WTYiMEw3Akras355aKZhQ==

2018-05-14 18:41:37 hitps:/iwww, cnes. gov pt/staticismadernizr.min. js dUXSHMaPtLttpg4JSYSRtg==

2016.05-08 11:24:13 SXiv+173ZK5IDxbDVEN1A== view script True

2018-05-08 11:24:13 hJh33TBVHOs3L6XTT4bqag== view script True.

2018-05-08 11:24:13 QEZAPIPwoLIT203r65e9w== view script True

Showing 1 to 7 of 7 entries Previous 1 Next




PyMonitor - GodZilla: Bot WordLists

E alimentado por wordlists
Procura as palavras no codigo HTML

® Exemplos:
® “Hacked By”
® “Anonymous”
® “Coinhive”
°

WordLists
Show 10 v entries Search:
Last Verification v N.Words Words
2019-05-06 07:01:14 2 novos teste
2019-02-07 05:33:47 3 hacker teste parlamento
2019-01-31 10:03:14 1 teste.
2019-01-27 20:21:38 2 novos teste
2019-01-26 22:05:11 2 novos teste
Showing 1 to 5 of 5 entries Previous 1 Next




PyMonitor - GodZilla: Bot Ping (ICMP)

® Testa a disponibilidade do servidor através de Pings em periodos constantes




PyMonitor - GodZilla: Bot DNS (Name Servers)

® \Valida quais sao os Name Servers disponiveis na zona
® Valida a sua disponibilidade

DNS

Zone: sapo.pt.

Last Validation: 2019-05-06 07:01:30

Total NS: 4

NS Online: ns.sapo.pt ns2.sapo.pt dns01.sapo.pt dns02.sapo.pt
NS Offline:




PyMonitor - GodZilla: Bot Certificados SSL

® \Valida o certificado de um site
® \erifica a data de expericao de forma a notificar a entidade com antecedéncia



PyMonitor - GodZilla: Site/Host Detalhes 1/3

Admin Dashboards

i

. https://www.cncs.gov.pt

CNeS

—Load URL — Details of Last Verification Headers
ki Last Verification: 2019-05-07 11:52:55 | Server: nginx
) IP host: 172.16.1.59 Date: Tue, 07 May 2019 10:52:52 GMT
B HTTP code: 200 Content-Type: text/html
g 80 Load time (ms): 109 Content-Length: 30502
E 1 JavaScripts: 6 Last—Modiﬁed: Fri, 03 May 2019 16:13:44 GMT
Files JavaScripts: 3 Connection: close
a " "
¥ 3 a4t Defaci ;0 ETag: "5ccc68b8-7726
5 EEEEEE B e “.“’“‘ge_ X-Content-Type-Options: nosniff
S £ 2 & = 2 2 2 Last defacing (%): 0 £
5555355 & = Words: 0 XXSS-Protection: 1; mode=block
8 5 Rieeton © A Certificate days to end: 79 Accept-Ranges: bytes
ID host: 5 gﬁg? 62af6 :57f 7¢8114 Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
05k anzilaladealobaflavc X-Frame-Options: SAMEORIGIN
Referrer-Policy: no-referrer-when-downgrade
Acknowledge
Acknowledge all

[ Acknowledge All

Show | 10 v | entries

Search:

s

~=
v

v
"



PyMonitor - GodZilla: Site/Host Detalhes 2/3

Bots History
Show 10 v | entries Search:
Last Verification + Bot Time (ms) http code (ms) P JavaScripts Files JS Defacing % Words N.
2019-05-06 06:58:38 javascripts 200 2 2
2019-05-06 06:58:37 load_url 366 200 193.47.185.76
2018-05-06 06:58:35 javascripts 200 2 2
2018-05-06 06:58:34 load_url 388 200 193.47.185.76
2019-05-06 06:58:32 javascripts 200 2 2
2019-05-06 06:58:31 load_url 394 200 183.47.185.76
2019-05-06 06:57:45 deface 200 0
2019-05-06 06:57.33 load_url 509 200 193.47.185.76
2019-05-06 06:57.23 load_url 0 -3
2019-02-07 05:33:46 dns
Showing 1 to 10 of 26 entries Previous 1 2 3 Next
Response Time
Show 10 ~ eniries Search:
Last Verification + VURL location Time (ms) HTTP Code
2019-05-06 06:58:36

2019-05-06 06:58:34.
2019-05-06 06:58:31
2019-05-06 06:57:31
2019-05-06 06:57:23

2019-02-07 05:33:45

hitps:/iwww.gns.gov pt/
nttps:/iwww.gns.gouptl
hitps:iiwww.gns.gov pt/

ttps:/iwww.gns.gov.ptf

hitps:/Awwww.gns.gouv p




PyMonitor - GodZilla: Site/Host Detalhes 3/3

ScreenShots

Show | 10 ~ | entries Search:

Last Verification + Defacing (%)

Showing 1 to 1 of 1 entries Previous 1 Next

Javascript - View all scripts

Show | 10 v |entries Search:
Last Verification w url Javascript md5 Javascript Hex Code False Positive
2019-01-29 07:25:29 ehJ2TpexeErGiPRVC4qHQg== wiew script
2019-01-29 07:25:29 rG+Phax1ldZ FBICZXH5UXO=— wiew script
Showing 1 to 2 of 2 entries Previous 1 Next
WordLists
Show | 10 ~ | entries Search:
Last Verification + N.Werds Words

No data available in table

Showing 0 to 0 of 0 entries Previous Next

DNS

Zone: gns.gov.pt.

Last Validation: 2019-05-06 06:58:38

Total NS: 3

NS Online: ns01.cncs.gov.pt ns02.fcen.pt ns02.cnes.gov.pt
NS Offline:



PyMonitor - GodZilla: Aknowlegde Details

Admin  Dashboards Dy @Iy J

—Aknowlegde Details
E———._  Date: 2019-05-06 07:01:15
= — Acknowledge False
Host: www.sapo.pt
— 1] Host: 5acf4d0ce319¢c76a4c792f04
F URL https:/fwww.sapo.pt
I Ul JavaScript: https://www.sapo.pt/bundles/pt-590c499a.js
Id Script: 5cd013fb5895e711fh17285¢
- Md5:
View JavaScript File
OverView
—Actions/Comments
save cancel
Show | 500 v entries Search:
Date Creaction + LastUpdate + Comment
Mo data available in table

v
CNcs l:l




Admin DELLEGE New Host

Show | 1000 ~ | entries

Host

www.portugal.gov.pt

faturas portaklasfinancas.gov.pt
www.portaldasfinancas. gov.pt
WWW.ceger.govpt

WWW.Ama.gov.pt

www.gns. gow.pt

wwwidn.govpt
www.acessibilidade.gov.pt

W PIOCONVETencia. aZ0res.gov pt
www.cvarg azores.govpt
WAWW.PTOCIV.8Z0res. gov.pt
WWW.VIOT.AZOrES. gov.pt
www.azores.gov.pt
www.resultadoseleitorais.azores.gov.pt
WWW.SNS.govpt

bepa.azores.govpt
www.repraa.azores.govpt
OCSP.ECCE.QOV.t

www.c-days. encs. goupt
www.sg.mai gov.pt

WAWW.CNICS. OV Pt

Date Creation

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

2018-03-07 14:15:22

4 Enable

1

v MNotification

1

Ping

Load Url

1

CNes '

Search: | gov.pt

Constituency Type
Administragio Pablica
Administragao Pablica
Administragao Pblica
Administragio Pablica
Administragio Pablica
Administragao Pblica
Administracio Pablica
Administragio Pablica
Administragaa Piblica
Administragao Pblica
Administragio Pablica
Administragao Pablica
Administragao Pblica
Administragio Pablica
Operador de Infraestrutura Critica/Servigo Essencial
Administragao Pblica
Administracio Pablica
Administragio Pablica
Administragaa Piblica
Administragao Pblica

Administragio Pablica




PyMonitor - GodZilla: Admin (Config. Site/Host) 1/2

CNes™

Admin (BEELLETG M New Host
—Host Details
Screenshot Enable + Load URL ¥ Notification [+
Host www.cert.pt Deface B Mail Report| mail@mail.pt
Threshold 10
URL https://www.cert.pt resho
Javascript (v
Constituenc e teste2 v L
yIyp e Wordlist ¥ Default v
Dashboard Top [ clath cotiontatg:
Run Manually ] SERESET
View Dashboard Ping ]
DNS “~
— Notify On Exceptions
Bot Load URL B Bot WordLists String
Load URL values (A Check new wordst [+
Bot Deface Bot Certificates
deface values 4 Check days to end [+
Bot JavaScripts Bot NameServers
New JavaScript tags [ Check name server [
New JavaScript files [+
save cancel
—Run Bots
All bots Load URL Deface JavaScript WordList Certificate SSL DNS Ping




PyMonitor - GodZilla: Admin (Config. Site/Host) 2/2

Bot Deface Bot Certificates
deface values [ Check days to end (¥
Bot JavaScripts Bot NameServers
New JavaScript tags (+ Check name server [
New JavaScript files [+
save cancel
—Run Bots
All bots Load URL Deface JavaScript WordList Certificate SSL DNS Ping
—Delete Event — Stats Collections MongoDB
After: | 2019-01-0100:00:00 Get Stats
Before:| 2019-01-0123:59:59 Collection Load URL 39
Check to delete Events: [ Collection Deface 6
Collection JavaScript 6
All collections Collection Javascript Files 7
Collection stats info Collection WordList 5
_ Collection Certificates 12
Collection load url Collection History 277
Collection javascripts Collection Knowledge 59
L T ey Collection Knowledge actions/Comments 0
Collection certificates ssl
Collection screenshots
Collection history
Collection knowledge




PyMonitor - GodZilla: CommandLine setup.py




PyMonitor - GodZilla: CommandLine import.py




PyMonitor - GodZilla: CommandLine main.py




2

Total Errors

v

Pages Tracked

Rail co il

O TN R

9572

PyMonitor - GodZilla: Israel - Dashboard

% GODZILLA

@® Good

HTTP Code

Time

Suspicious words

Certificate

DNS

JavaScript

Taldor co il

&

H
~ ~
)

o



(® Add URL £ Config

0@ craoe Host

W Notification » Ping

» Suspicious
© words

Link to site logo

SUBMIT

B

»

PyMonitor - GodZilla: Israel - Admin

- GODZILLA

URL
Dashboard
Load URL
Top
Run Manually B Certificate

B

B

Defacement

DNS

»

Javascript




PyMonitor - GodZilla: Israel - Dashboard

HTTP Code |:|
Time O
Defacement
Suspicious words  [] @
Certificate O
dor.co.il

DNS

O Ltaldor co.il
JavaScript O 101/2019 13:00:04

CHECK

Warning (0)

® Bad(1)

4 GODZILLA

Defacement

&

www.arkia.co.il

http/fwww arkia.co.il
Last updated: 30/01/2019 13:00:02

CHECK




PyMonitor - GodZilla: Perguntas




PyMonitor - GodZilla:

A
DO!\

O%Q) (oW

duarte.sousa@cncs.gov.pt
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A
3 v; i <
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