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O que é?

• Usar o DNS para proteger os utilizadores de ataques de malware, 
phishing e etc;

• Através de Domain Name Service Response Policy Zones (DNS RPZ);

• Alterando as respostas do serviço de DNS global;

• Utilizando bases de dados de reputação existentes;

• Normalmente pagas…



DNS sem RPZ
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DNS com RPZ
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Reputation data providers

Provider Service

DissectCyber rpzone.us

FarsightSecurity Newly Observed Domains and example

InfoBlox DNS firewall

SpamHaus Several of their popular blocklists are available via RPZ. Article Pricing

SURBL Data Feed

SWITCH SWITCH DNS Firewall

ThreatStop DNS firewall and announcement
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https://service.dissectcyber.com/
https://service.dissectcyber.com/rpz
https://www.farsightsecurity.com/
https://www.farsightsecurity.com/Services/NOD/
http://www.redbarn.org/node/18
http://infoblox.com/
https://www.infoblox.com/products/dns-firewall/
http://www.spamhaus.org/
http://www.spamhaus.org/news/article/669
https://www.spamhaustech.com/pricing
http://www.surbl.org/
http://www.surbl.org/df
https://switch.ch/
https://swit.ch/dnsfirewall
http://www.threatstop.com/
http://www.prweb.com/releases/2013/2/prweb10466833.htm
http://lists.redbarn.org/pipermail/dnsfirewalls/2012-June/000122.html


Reputation data providers utilizados



SWITCH DNS Firewall baseada em DNS RPZ
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Estatísticas
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Ideias

• Implementar uma solução DNS-RPZ académica:
• Instalar um servidor de DNS;

• Criar as zonas;

• Alimentar as zonas:
• Criar uma página para que os administradores de cada instituição de ensino adicionem 

entradas;

• Criar um procedimento de revogação/timeout das entradas;

• Adquirir dados de reputation data providers:
• SURBL;

• SWITCH;

• Etc.

• Partilhar as zonas.



Fim…


