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Agenda

e 0 que éum SIEM?
e Qual o proposito de um SIEM?

e Como funciona um SIEM?

e SIEM conhecidos =2
D
« SPLUNK g

« Regras Sigma O

* Duvidas e questoes




£ CERT
==a RCTS

O QUE E UM SIEM?

COMO FUNCIONA?




' i
O que e um SIEM? r

 Um SIEM, ou Security Information and Event
Management, & uma solucdo de seguranca que
oferece analise, monitorizacao e correlacao de
eventos de seguranca em tempo real, hem como
a agregacao e gravacao de informacao para
processos de compliance e auditoria.
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Qual o propdsito de um SIEM? =7

« 0 objetivo de um SIEM é agregar logs e eventos
de uma forma centralizada, de modo a permitir
correlacao e normalizagao da informacgao para
gerar alertas e/ou incidentes, com base em
regras especificas.

« 0 SIEM permite ter uma visao global de possiveis
ameacas a rede ou infraestrutura, que seria
muito dificil ou impossivel de manter com
ferramentas separadas ou verificagoes manuais.
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Qual o propdsito de um SIEM? =7

« Um SIEM disponibiliza tres funcionalidades
Importantes:
 Detecao de Ameacgas em tempo real
* |nvestigacao de incidentes de seguranca
* Diminuicao de tempo de resposta aos eventos
de seguranca detetados
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Como funciona um SIEM Bl RCIS

« Um SIEM recebe dados de eventos produzidos
por aplicacoes, servicos, netflows, infraestrutura,
sistemas e logs, analisa os dados em tempo real
e geral alertas com base em regras.

 Esses dados sao obtidos por uma de duas
maneiras: via um agente configurado em cada
uma das maquinas/servidores/dispositivos ou via
servicos como SSH, WMI entre outros.
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Lista de alguns SIEM conhecidos **"¢™

» Alternativas Comerciais:
AlienVault Unified Security Management
ArcSight ESM S
IBM Q Radar —
McAfee ESM 3
Solarwinds Log & Event Manager

Splunk solarwinds

O O O O O O

U1 McAfee
Together is power.

AlienVault 0SSIM EESE

aaaaa

e Alternativa Open-Source:
O
O
O

Elasticsearch + Logstash + Kibana (ELK)

0SSEC o
o Wazuh @¢ €lastic
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SPLUNK
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Splunk i RCTS

e 0 SPLUNK e um software que pode ser utilizado
como um SIEM, que permite agregar, analisar,
transformar, visualizar, partilhar e realizar diversas
operacoes sobre dados obtidos das mais diversas
fontes, tails como computadores, dispositivos de
rede, maquinas virtuais, emails, bases de dados
entre outros.

splunk,ﬁ




£ CERT

Splunk s-a RCTS

 Disponivel em duas variantes:
* Splunk Enterprise
 Splunk Cloud

« Versao gratuita (trial) e versao paga:
- https://www.splunk.com/pt_br/view/SP-CAAAESW

FCT \FCCN


https://www.splunk.com/pt_br/view/SP-CAAAE8W
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Splunk - Fluxo de Dados & RCTS
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Splunk — Componentes == RCTS

e 0 Splunk esta divido em trés componentes
principais:
 Splunk Forwarder

 Splunk Indexer
* Splunk Search Head
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Splunk - Arquitetura sl RCTS

( Splunk > Engine A
[ S/ ][ Reporting ][ eeeeeeeee ]
< = search Q J s >
\ JAR
oegorment | index =
" Data Routing, Cloning, and Load Balancing >< @ (9)
' Monitor Files D% ][ Detec hanges ][ II:IiZ:vaLtO Ports ‘E% ][ ts 1
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Splunk Docs [2

capabilities of Splunk. ~ Splunk and for all other Splunk

CCCCC
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Splunk — Adicionar dados

What data do you want to send to the Splunk platform?

Follow guides for onboarding popular data sources Categ O r| a S:
o * Ficheiros e diretorias

Q Cloud computing '_[;]_‘ Networking @ Operating v Security * Eventos d € rede
o System * Infraestrutura

Get your cloud computing Get your networking data in Get your operating system Get your security data in to
data in to the Splunk to the Splunk platform. data in to the Splunk the Splunk platform. [ ] C | O U d
platform. platform.

* Bases de dados
10 data sources 2 data sources 1 data source 3 data sources . Endpoint Security
* Virtualizagao
* Windows

Or get data in with the following methods ° APlS, HTTP
e Scripts

T A H>

JE -
Upload Monitor Forward
files from my computer files and ports on this Splunk platform instance data from a Splunk forwarder
Local log files Files - HTTP - WMI - TCP/UDP - Scripts Files - TCR/UDP - Scripts
Local structured files (e.g. C5V) Modular inputs for external data sources

Tutorial for adding data [2

\

FCT |FccN
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Splunk Apps & Addons == RCTS

0 Splunk disponibiliza a capacidade de instalar
aplicacoes e addons, com o proposito de aumentar
as funcionalidades e capacidades da aplicacgao:
o Um addon é por norma um Unico componente
que pode ser reutilizado diversas vezes.
o Uma aplicacdo pode ser construida em cima
de diferentes addons para criar algo com um
determinado propasito.

splunkbase




Browse More Apps

Find apps by keyword, technology... Q

CATEGORY

[J 17T Operations

[] Security, Fraud & Compliance
[] Business Analytics

[ utilities

[ 16T & Industrial Data

[] bevops

CIM VERSION

[Dax
[3x

APP TYPE

O app

[] Add-on

SUPPORT TYPE
[] peveloper

[ splunk
[J Not Supperted

APP CONTENT

[ inputs

[ Alert Actions
[ visualizations

FEDRAMP

[ Yes
[INo

Splunk Apps & Addons

Browse more apps

Install app from file

Newest  Popular

1383 Apps

The Industrial Defender ASM API Add-on for Splunk creates an easy path between your industrial security data
collected by Industrial Defender ASM and Splunk. This add-on lets you configure multiple data input from ASM and
feeds the Industrial Defender ASM for Splunk app.

) industrial Defender ASM API Add-on for Splunk

KEY BENEFITS
- Create a solid foundation to apply effective OT security cont... More

Category: Security, Fraud & Compliance, IoT & Industrial Data | Author: Hongcheng Robison | Downloads: 33 | Released: 4 months ago |

Last Updated: 15 hours ago | View on Splunkbase

K ThreatConnect App for Splunk

The ThreatConnect App for Splunk Enterprise gives Splunk users the ability to leverage customizable threat
intelligence integrated into Splunk from their ThreatConnect accounts. ThreatConnect provides the ability to
aggregate threat intelligence from multiple sources (open source, commercial, communities, and internally created),
analyze and track... More

Category: Security, Fraud & Compliance | Author: ThreatConnect Inc | Downloads: 4570 | Released: 5 years ago |

Last Updated: 20 hours ago | View on Splunkbase

The Splunk Add-on for Oracle Database allows a Splunk software administrator to collect and ingest data from the
Oracle Database Server. This add-on can import data directly by monitoring the standard and fine-grained audit trails,
trace files, incident, alert, listener, and other logs on the operating system where the Oracle Database Server s ins...
More

Splunk Add-on for Oracle Database

FCT

Fundagio para a Ciéncia e a Tecnologia

MINISTERIO DA CIENCIA, TECNOLOGIA  ENSINO SUPERIOR

FCCN

Computagdo
Cientifica Nacional

2 3 4 5 6 7 8 9 Next

<] WALLIX Bastion

The WALLIX Bastion Splunk add-on manage WALLIX Bastion logs and aggregate them.
It proposes three dedicated dashboards

> A first dashboard presenting administration and sessions data

> The trail of events for target systems to detect and analyse deviances

> The trails of events to follow a user behaviour and to understand if it is suspect or not
I... More

Category: Security, Fraud & Compliance, Business Analytics | Author: Virgile Blanchard | Dawnloads: 532 | Released: 4 years ago |

Last Updated: 16 hours ago | View on Splunkbase

This commercial app provides visibility, monitoring and reporting functionality for Cisco CallManager, whether you're a

% Cisco CDR Reporting and Analytics

small organization with just a hundred phones or one of the largest companies in the world. It is available as a free 90
day trial and you can download and set it up today in less than 30 minutes. Your team can use it and trus... More

Category: IT Operations | Author: Sideview LLC | Downloads: 6388 | Released: 10'years ago | Last Updated: a day ago

View on Splunkbase

The Orca Security App for Splunk leverages data from the Orca Technology Add-on (TA) and provides for investigative

o Orca Security App for Splunk

opportunities through correlation, visualization, and historical review to deliver advanced security reporting and
situational awareness. Leverage the combination of Splunk and Orca Security to discover resources that have been
compro... More
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Create app

)

\
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Splunk — Search & Reporting “*"™

 Aplicacdo instalada por defeito, tambem chamada
de aplicacao de pesquisa.

« Utilizada para efetuar pesquisas nos dados
recebidos pelo Splunk, utilizando uma linguagem
chamada SPL (Search Processing Language).
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Splunk — Search & Reporting ==

* Dispoe de uma forma de IntelliSense para
auxiliar na construcao das queries.

New Search

cetypl

sourcetype ching Te
sourcetypo-"botnet_c&c” ching Te|  © Event

reetype=" i ching Te
sourcetype="intelmg_generalevents” ching Te
1 sourcetype="intelmgconstituencyevents® ching Te
sourcetypo="key-value pairs" ching Te

reetype="| _s ching Te

rcetypa="| ching Te s

— I [
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Splunk — Search & Reporting “*"™

 Uma pesquisa no Splunk consiste uma serie de
comandos e argumentos encadeados, de forma a
obter eventos, extrair, transformar e analisar
informacao a partir dos dados indexados.

New Search

EEEEE

[+]
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Splunk — Search & Reporting “*"™

+ E possivel definir também o intervalo de tempo
sobre a qual a pesquisa assenta, com a opc¢ao de
escolher uma predefinicao ou personalizacao:

v Relative

Earliest: Latest:
EEEEEEEEEEEEE

Apply
Previous week

Previous year

Earliest: Latest:

> Relative
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Splunk — Search & Reporting : RCTS

 E também possivel efetuar pesquisa por datas e
pesquisas avancadas:

v Date Range

and = 06/26/2021

||||||

Earliest:

FCT \FCCN
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Splunk — Search & Reporting

« A sintaxe de comandos e filtros e extensa e
permite efetuar pesquisas simples ou complexas.
Um guia de referéncia pode ser encontrado em
https://www.splunk.com/pdfs/solution-
guides/splunk-quick-reference-guide.pdf.

 Mais detalhes sobre a sintaxe SPL em:
https://docs.splunk.com/Documentation/Splunk/8.2.
3/SearchReference/UnderstandingSPLsyntax



https://www.splunk.com/pdfs/solution-guides/splunk-quick-reference-guide.pdf
https://docs.splunk.com/Documentation/Splunk/8.2.3/SearchReference/UnderstandingSPLsyntax

= CERT

Splunk - Search & Reporting =+ ™

€ | (0 | localhost:8000/en-US/app,/search/search?q=search sourcetype%3D"key-value pairs" sc ¢ | |Q search e ¥ # =
splunk App: Search & Reporting Aessages Settings Activity

Search  Pivot  Reports  Alerts  Dashboards Search & Reporting
Q New SearCh Save As v~  Close
sourcetype="key-value pairs" source_ip="193.%*.*.*" description="*" earliest="11/14/2016:09:10:00" latest="11/14/2016:9:20:00"| Report

timechart count by source_cc

Dashboard Panel
v N

- 78 events (before 11/14/16 9:20:00.000 AM) 0 Jobv A ok

Events Patterns Statistics (60) Visualization

al Column v #Format v

10

75 |
MR

| W HU

5 | Nhy
[ OTHER

0 PL

. W PT

25 [ rRU

| R
9:10 AM 912 AM 914 AM 9:16 AM 9:18 AM | Ve

2016

_time
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REGRAS SIGMA




Splunk — Regras Sigma

Sigma Sigma
Format Converter

https://github.com/SigmaHQ/sigma — Repositorio do projeto

YML

= CERT
= RCTS
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https://github.com/SigmaHQ/sigma
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RCTS

Splunk — Regras Sigma "

Find

Sigma Searches

=
O Reports

Reports are based on single searches and can include visualizations, statistics and/or events. Click the name to view the report.
Open the report in Pivot or Search to refine the parameters or further explore the data

62 Reoons Al | Yours | ThisApps | | fter

i | Tite ~ Actions Next Scheduled Time Owner App Sharing

>

verity Signatures Openin Edit v Nene nobody TA-Sigma-Searches App

> | All High Severity Signatures Edit v Nane nobody TA-Sigma-Searches App

> | All Low Severity Signatures Edit v None nobody TA-Sigma-Searches App

> | All Medium Severity Signatures Openin Edit ~ Nene nebody TA-Sigma-Searches App
Searc

> | critical windows:sysmon - UAC Bypass via Event Edit ~ Nene nebody TA-Sigma-Searches App

> | critical windows:unknown - Mimikatz Usage Edit » Nene nobody TA-Sigma-Searches App

> | high:apacheunkn ache Segmentatiol None nobody TA-Sigma-Searches App
> | high:linux.clamav - Relevant ClamaAV Message Edit v None nobody TA-Sigma-Searches App
> | high:linux:unknown - Buffer Overflow Attempts Edit v None nobody TA-Sigma-Searches App
> | high:linux:unknown - Suspicious Activity in Shell Commands Edit v None nobody TA-Sigma-Searches App
> | high:unknown:unknown - Webshell Detection by Keywo Edit Hane nobody TA-Sigma-Searches App
> | high:windows:application - Relevant Anti-Virus Event Edit v None nobody TA-Sigma-Searches App
> | highmwir owershell - Malicious PowerShell Commandlets Edit v None nobody TA-Sigma-Searches App
> | highwindows:powershell - PowerShell PSAttack 'EGN in Edit v None nobody TA-Sigma-Searches App

https://github.com/dstaulcu/TA-Sigma-Searches — Uma aplicagao para o Splunk
que contém uma serie de relatorios derivados de regras sigma

FCT FCCN %
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https://github.com/dstaulcu/TA-Sigma-Searches

£ CERT
==a RCTS

Splunk — Regras Sigma

sigma: Suspicious Encoded PowerShell Command Line

Translate &2

itle: Suspicious Encoded PowerShell Command Line . . . .
[ (((CommandLine="* -e JAB*" OR CommandLine="* -enc JAB*" OR CommandLi

iption: Detects suspicious powershell process starts ne="* -encode mand JAB*" OR CommandLine="* BAAJ e-") (EventCode="
with basef4 encoded commands 4688" OR EventCode="1")) NOT ((Image="*\\GRR\\*" OR CommandLine="* -
. ExecutionPolicy remotesigned *")))
status: experimental

- https://app.any.run/tasks/6217d77d-3189-4db2-a957
-8ab239f3e0le

juthor: Florian Roth, Markus Neis

late: 2018/09/63

! process_creation Translating to: Splunk

\
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https://uncoder.io/

gl
Em Resumo o

(:) Existem diversas alternativas ao SPLUNK
mas € o que utilizamos no RCTS CERT.

(:) Possui uma linguagem poderosa e flexivel,

capaz de criar pesquisas simples e complexas.

P . .
X/ Permite construir dashboards e gerar alertas
a partir de pesquisas efetuadas.
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