i

Fu.ndagao para a C1enc1a e a Tecnologla Cpmputagﬁe .
Cientifica Nacional

{CAPTURE THE FLAG}

Joao Machado

—\CTF =
2\

CAPTURE THE FLAG

4= CERT
= RCTS



Agenda

* 0 que é um CTF?

 Como criar um CTF?

« Exemplos de Exercicios
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O QUE EUMCTF?




O que e um ctf?

 E uma competicio de Ciber-
Seguranca.

* Podem durar entre horas a
varios dias.

 Atraem estudantes, entusiastas
ou mesmo profissionais.

Flag{Thls_1s_4_Fl4G)

« Pontos sao atribuidos com base
em submissoes de flags.
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« Jeopardy

o Attack & Defense

* King of the Hill

Tipos de ctf
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Qual o proposito de um ctf?

 Ferramenta para treino.
 Team building e Soft Skills.

 Entender vulnerabilidades e
respetivas correcgoes.




£ CERT
Plataformas de CTF conhecidas ="'

« picoCTF (https://www.picoctf.org)

« Hack This site (https://www.hackthissite.org)
« HackTheBox (https://www.hackthebox.eu)

« VulnHub (https://www.vulnhub.com)

« TryHackMe (https://tryhackme.com)

« HackerOne (https://ctf.hacker10l.com)

e Entre outros...



https://www.picoctf.org/
https://www.hackthissite.org/
https://www.hackthebox.eu/
https://www.vulnhub.com/
https://tryhackme.com/
https://ctf.hacker101.com/
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Informacgoes de desafios de CTF **"¢™>

* Resultados de competicoes

« Informacoes sobre competicoes a nivel mundial
« Calendarios e proximos eventos

« Resolucgoes de exercicios de CTF anteriores

« Acessivel em https://ctftime.org/

CTF ITIME



https://ctftime.org/
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COMO CRIARUM CTF?
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Como comecar? s-s RCTS

« Participar frequentemente em desafios de CTF

e Ler Write-ups de exercicios e entender as
vulnerabilidades

« Comecar a criar exercicios!

« Usar frameworks para criar um CTF com os
exercicios criados




Ferramentas

 Treino
 OWASP Juice Shop (nttps://owasp.org/www-project-juice-shop)
« Damn Vulnerable Web Application (DVWA)
(https://dvwa.co.uk)
e PICOCTF (nttps://github.com/picoCTF/picoCTF)

4o
ol DVWA
picoCTF A L
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https://owasp.org/www-project-juice-shop
https://dvwa.co.uk/
https://github.com/picoCTF/picoCTF

Ferramentas

* Criacao de CTFs

« Facebook's CTF Framework

(https://github.com/facebookarchive/fbctf)
° pICOCTF (https://github.com/picoCTF /picoCTF )
e SecGen (https://github.com/cliffe/SecGen )
« CTFd (https://ctfd.io)
9 Cl+e”

PicoCTF

_ ECT _ [FccN


https://github.com/facebookarchive/fbctf
https://github.com/picoCTF/picoCTF
https://github.com/cliffe/SecGen
https://ctfd.io/
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Cuidados a ter == RCTS

« Regras especificas em ambientes Cloud.
 Evitar colocar sistemas vulneraveis expostos a

Internet.
 Definir sempre o contexto e as regras especificas

do CTF.
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EXEMPLOS DE EXERCICIOS




Exercicios

« Nahamcon2021 - ChickenWings (Cryptography)
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Exercicios

 Cyber Apocalypse 2021 - Nintendo Baseb4

(Cryptography)

+ O3 §

length: 1@e5

Input lines: 9
vm e eESGbFduWW GhT vadavvywZ
69 XV mx yuk  ZOV 13teDd BaV WRH
Yl xa c1 NsWl dS M1 JQ WV da
S2RHVKLIRm Rp UjJoM1ZrZzH plRmRHV mSWaVvItUl hUVEZLZVZK  VIVrZFpWMU pHVDFaviz tSkdXazlXyW twdl  ¥x  Wm Fj  BHBFVWXWT1Z
xdz Bla 2M xVT Fsc 1d  uTl hi R2h Xl tas 1dG Vxh XbU ZTT vds elyy cz FWM  ky2vmtwvz
U RX dZ ak Ir Ue  Z0c2IGumls a3 BY V1 de vv 1V M hj RVPYYlvaVFRWW mF 1v mt 3v
IR GV @1 ER kh Zak 5rvj JFe VR Ya Fdha 3BIV mpGU 2NER kdX blix oT TB KW VYl 1nSK
Wx X kV kv ml  GWIRZ bXMxY2xWc 1V sZ FRiR115Vj] @alYySkdj RVpUWVmxKV v GRT1QUTE9

time: 13ms
Output Hen = < | r|:| M

CHTB{3nc@d1ng_net_3qu4l_t6_3ncryptlen}
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Exercicios

« Summer 2020 RCTS CERT CTF - Stega 300 (Forensics)

FCT _ [Fccn



Exercicios

« Cyber Apocalypse 2021 - Passphrase (Reverse)




Exercicios

« RCTS_CERT CTF 2021 - Well Hello there (Pwn)

[r—i ) - [~/Desktop/RCTS_CERT_CTF_2021]

./program
Hello there! What is your name?
aaaaaaaaaaaaaaaaaanaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
flag{buff3r Ov3rflow rocks}

mov edi, eah

call _putchar
mow eax, @
add rsp, 58h
retn
call _Eets
mow eax, [rsp+S8h+var C]
test eax, eax
jnz short loc_11E1




: key 586DD615EBOB6528: public key "Zedmondo
: Total number processed: 1

Exercicios

TMUCTF 2021 - Foreign Student (OSINT)

curl https://raw.githubusercontent.com/ZedZini/secretkey/main/@xEBOB6528-pub.asc apg
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
0 0 [c] [c] [¢] [¢] (3) ==:2 --:--100 6139 100 6139 0
9427
ini (Nothing to say...) <Z3dm@nd® Z4b3rln5k1l 15 My R34l N4m3@zaberini.com>" imported

0 19488 ==fs=g== ==E=clfR) G IEE  EEE)

[} 0 19488 0 --
imported: 1

xirhiaae
SzChR@ y
lexhE31arP/MEYVOVFPSxqR23Irm+shIdeKP+3GIXRIZ1rp0@+1P7807uvRE/ 70
POW6CAh@eXLpM3P18irvinH3VekS0g9a /d/ 7hhyVkRtsHAvADS038Z30QB2dWiWs5]
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Exemplos de exercicios de CTF

 |InCTF 2021 - Listen (Network)

Maecenas vel ante ex. Ut rutrum mi ullamcorper eros facilisis rhoncus. Quisque tortor metus, aliquam in ligula et, tempor placerat eros. Maecenas eget commodo lorem. Quisque v
elit nisi, pretium vitae tempor non, molestie ac risus. Nam vehicula, leo a vestibulum ornare, orci tellus mattis est, eget viverra lorem purus ut purus. Pellentesque venenati
s blandit augue id bibendum. Nulla facilisi. Nunc finibus neque libero, sed placerat mi ultrices et. Mauris cursus pellentesque molestie. Nullam sed ligula libero. Nulla ex se
m, lacinia quis sem nec, rhoncus consequat nibh. Nunc maximus magna neque, vel pulvinar elit blandit nec. iSRRI CIRELCIAS S CE UL orem ipsum dolor sit amet,
consectetur adipiscing elit. Duis molestie sapien ac tortor sodales malesuada. Suspendisse efficitur rhoncus massa, a eleifend sapien porttitor semper. Sed ac cursus quam, or
nare aliquam ipsum. Aenean ut urna pret

pit nisl posuere gquis. Proin facilisis justo metus, eu congue ex ultricies auctor. Aenean consectetur enim nec leo vehicula pellentesque. In ut sollicitudin est. Aliquam erat
volutpat. Praesent cursus sem eget sapien sagittis, non hendrerit ex vehicula. Quisque malesuada, lectus in dignissim tincidunt, mi erat tristique eros, et consectetur tortor
172.30. metus sed est. Ut vestibulum eget odio facilisis fringilla. Donec doler neque, rhoncus laoreet sem vitae, bibendum congue nibh.
172.30.0.14 31690 128 8,192 64 3,456 64 4,736

172.30.0.14 31491 128 8,192 64 3,456 64 4,736

172.30.0.14 31769 132 8,448 66 3,564 66 4,884
172.30.0.14 32286 132 8,448 66 3,564 66 4,884
172.30.0.14 32062 136 8,704 68 3,672 68 5,032
172.30.0.14 31394 136 8,704 68 3,672 68 5,032
172.30.0.14 31683 136 8,704 68 3,672 68 5,032
172.30.0.14 32194 138 8,832 69 3,726 69 5,106
172.30.0.14 32097 140 8,960 70 3,780 70 5,180
172.30.0.14 31336 70,810 4,551k ' 1,911 k . 2,639k
172.30.0.14 31337 71,422 4,584k y 1,928 k : 2,655k
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AR
Em Resumo o

C:) Os desafios CTF podem ser usados para
treino.

(:) A criacao de um CTF pode ser usado para
demonstrar vulnerabilidades.

\ ) Podem ser usadas como ferramentas de
team building e de melhoria de soft e hard skills.

~ ECT _|rccn
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Obrigado




