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Agenda

« CI/CD
 Repositorio
» Automatizacao de tarefas

* Vaults
» Casos Praticos
 Vantagens vs Desvantagens %‘

FCT \FCCN



£ CERT
==z RCTS

Cl/CD
(JENKINS)




Cl/cD £ CERT

a=n RCTS
’ CONTINUOUS CONTINUOUS CONTINUOUS
o O que e INTEGRATION DELIVERY DEPLOYMENT
C I/C D? AUTOMATICALLY AUTOMATICALLY

RELEASE TO DEPLOY TO
REPOSITORY PRODUCTION

 Porque deve -
ser usada? o
AJQ . ﬁ o BRIERD ......... circleci
* Que software —olem L L
i oud, . (\') @ covesnr »
usar? =
5 )| g nﬁ: | GitLab | >go ooo@
® @) Jenkins M Octons Depoy ’J pppppppp
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« Uma vasta comunidade com muita documentacao
 Facil utilizacao

« Web GUI

* Um project maduro (2004 Hudson)

* Plugins (JIRA, Uls, Authentication, GitLab etc.)

« Usado por grandes organizacgoes:

) eb Y @ Linked T3} %E/RW
GitHub
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Jenkins - Main page

@  Joshua Wyatt Smith |logo
Jenkins ENABLE AUTO REFRES
= New ltem (§add descript
Al CVMFS  Cem! Geantd GeantV  LCGExternals ROOT  ROOT- VecGeom cling  hepme3  +

& People
- § W Name | Last Success Last Failure Last Duration
» Build History ‘ _

' J BuildCernVMKernel 6 mo 19 days - #3 6 mo 19 days - #1 14 min Q)
/ Manage Jenkins
3 Crdenls BulldKernel NIA N/A N/A )
&. My Views CemvmSetupBuildEnvironment 3 hr 12 min - #10283 17 days - #8484 1sec ,,}

ﬁ Job Config History

v
U ﬁ Check-VecGeom-AVX

8 days 20 hr - #87 20 hr- #95 8 min 41 sec ;z)
() Job Priories -~ i o
U- "% Check-VecGeom-scalar 8 days 19 hr - #89 19 hr - #97 3hr7 min ;,z)
Build Queue (26) - '% cleanupnodes N/A 10mo-#3 2.2 5ec Pi)
clng-generic-buid o o ling genericbid 15 days - 174 4 days 1 hr - £207 18 min

root-nightly-v6-04-00-patches ¥|

root-nightly-v6-06-00-patches ¥|

»J ﬁ cling-periodic

3 mo 18 days - #1498

36 min - #2617

1 min 10 sec pi)
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REPOSITORIO
(GitLab)




 Porque deve ser usado?

e Que software usar?

FCT ‘FCCN
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GitLab : RCTS
(;:)/;;2?
. @
« Gratuito v, oy
Ly e, @
* Opensource o6, 9
% 4»%‘ Q/, %,
* Web GUI Y, 4% Py
. : o~
* Privados/Publicos &>
‘9% 06 &%9 *4»6::«.
* Grupos b & &
%C’Q % /4/(:’
« REST API & N L@
o~ %
* Versionamento i %f’
 Integracao com CI/CD o
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* Porque deve ser usado? o228 A
= oY

! - ”
=1 — ' (I [
» —
ﬁ |
— ﬂ =
Automated Process Manual Process

e Que software usar?
7
Apuppet &5 cHEF

AAAAAAA

_ ECT _ |FCCN



o

ANSIBLE

e Manual

root@server:~#
root@server:~#
root@server:~#

root@server:~#
root@server:~#

root@server:—#
root@server:~#
root@server:~#
root@server:—~#

root@server:~#
root@server:~#
root@server:~3#
root@server:~#
root@server: -4
root@server:—#
root@server:~;
root@server:~#

Ansible 1/3

# Install

gpg
apg

# Inst:

apt-get insta

# Add
vi /et
chown

all

root:

t |.| 'T' D [ :1 F:l _ .

keyse

| L

dpffEGUF:es.iiét

T\
56

Ver.
1F

5Uppo apt
Hl apt- traanurt htpr

9BO9CAC40B2F7 | sudo apt-

ubuntu. com
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561F9BOCAC40B
key add -

.d/passenger.list

chmod 600 fetc;nptfsﬂurces.li5t.dfp5559nger.115t

# Inst

e the

all

apt-get updatp" o

nginx

apt-get install nginx-full

service

e nuln”

FCT
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restart
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Shell Script

# Install the PGP Key
gpg keyserver.ubuntu. com 561F9BACACAGB2F7
gpg FOBOCAC40B2F7 | apt-key add -

:I . C
apt-c 1¢T 1nstall apT Tranapnrf hTtps

# Add the ﬁeaa—n,7| apt |—rr"*“r* . _
echo "deb ht / ssenger.com/apt/passe raring main"
chown root: ,

ndate the apt cache so we can use the new
q¢T update

:._--l |I |
-get 1nstall nginx-full passenger
Dassenger in —onfiguration R
£ e S |qar root/" /etc/nginx/nginx.cont

er_ruby/passenger_ruby/

fetc/nginx/nginx.cont

rxlrp nginx restart

FCT
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ANSIBLE

- hosts: all

e Ansible [

name: Ensure the PGP key is installed

apt key: >
state=present
1d=AC40B2F7
url="http://Keyserver.ubuntu.com/pks/lookup?op=get&fingerprint=on&searct

- name: Ensure https support for apt is installed
apt: =
state=present
pkg=apt-transport-https

- name: Ensure the passenger apt repository is added
apt repository: =
state=present _
repo="deb https://oss-binaries.phusionpassenger.com/apt/passenger raring

- name: Ensure nginx is installed
apt: =
state=present
pkg=nginx-full

- name: Ensure passenger is installed
apt: =
state=present
pkgzpassen%er
update cache=yes

- name: Ensure the nginx configuration file is set
copy: >
src=/app/config/nginx.conf
dest=/etc/nginx/nginx. conf

- name: Ensure nginx is running
service: >
name=nginx
state=started

FCT |
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VAULTS
(Ansible Vault)
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e 0 que e?

e Quando deve ser usado?

\
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CASOS PRATICOS
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* Criar utilizadores
 Patches de Segurancga

* Distribuicao e rotatividade
« Chaves SSH (Mais Seguro)
« Passwords (Menos Seguro)

A
 Gestao de regras de FW _o

A

e |nventario

 Qual o software usado no
parque informatico?

« Em que servidores esta
Instalado?
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O ficheiro 123.txt existe nos
nossos servidores? Quais? ‘_
O utilizador color existe nos

nossos servidores? Quais? 8
* Fazer tarefas repetitivas:

- Reboot de maquinas

 Auditorias

* Cronjobs
* Deployment de Software

 Upgrades:

 Software

A

e 0Ss
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VANTAGENS vs. DESVANTAGENS
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* Vantagens: - Desvantagens:
* Simples e conciso + Aprender um novo
* Reducgao do tempo paradigma
» Estruturado * Alterar o processo
+ Facil leitura / existente
interpretacao

* Colaboracao

v

gitlab.example.
sl \

“BC)

]
jenkins.example.com test.example.com

>
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Em Resumo ot

(:) Aumentar a Productividade

(:) Aumentar a Seguranga

D
X/ Ampla gama de ferramentas open-source
disponiveis




£ CERT
==z RCTS

b
\

Obrigado




