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O que fazemos?

FCT
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Qual o nosso papel?
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Estes conselhos podem ser também Uteis

para os vossos amigos/familiares
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MINIMIZAR O RISCO
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Backups

(de tudo o que seja pessoal e so esteja no posto de
trabalho)
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Servidor

(todo o trabalho deve ser armazenado no servidor -
backups automaticos)
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Anti-Virus

(garantir que esta em funcionamento no posto de
trabalho)
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Ransomware

FCT
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AneXOS

(analisar remetente e apenas abrir se for fidedigno)
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Websites/Links duvidosos

| Pim D e fwert Formar Dech kchors. Hels
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O QUE PODEMOS FAZER
INDIVIDUALMENTE?
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Robustecer a autenticacao

Fundagio para a Ciéncia e a Tecnologia ’ Computagao
MINISTERIO DA CIENCIA, TECNOLOGIA E ENSINO SUPERIOR Cientifica Nacional
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Robustecer a autenticacao - Como?
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Verificar Links/Ficheiros
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Fundagio para a Ciéncia e a Tecnologia ’ Computacio
_ L MINISTARIO DA CIENCIA, TECNOLOGIA E ENSINO SUPERIOR _ _| _Cientifica Nacional



£ CERT
2 RCTS

Destruicao de papel
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BOAS PRATICAS
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BYOD - Bring Your Own Device
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((Mesa Limpa))

FINE EXAMPLE OF THE SUCCESS OF
OUR CLEMR DESK Poiicy "
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Fundagio para a Ciéncia e a Tecnologia ’ Computagao
MINISTERIO DA CIENCIA, TECNOLOGIA E ENSINO SUPERIOR Cientifica Nacional
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Passwords - Cuidados

*»*Minimo: 9 caracteres

% Usar letras, nimeros e
simbolos
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Passwords - Diversidade
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| r;_-] Home Motify me Domain search  Whao's been pwned Passwords AP About Donate B P
';--haveib d?
,~-Nave | peen pwnea:

Check if you have an account that has been compromised in a data breach

https://haveibeenpwned.com/
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SOS: <nome da equipa>
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csirt@<dominio>
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Em Resumo

@) Explicar o papel de bombeiro e nao de
policia

(‘B Varios comportamentos de utilizacdo sao

cruciais

P . Al
\*__} Alertar para a importancia da robustez e
diversidade das passwords
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Obrigado
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