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O que e o Netflow? i? mRRETS

» E um protocolo concebido para coletar
informacao de trafego de redes IP

* Implementado inicialmente pela Cisco no I0S
11.x em 1996

 Atualmente suportado em quase todos os
equipamentos Layer 3 (routers) no mercado




Quais os beneficios na sua fai CERT

vtilizagao?
ML

 Monitorizar o volume de trafego na rede, assim
como comunicagoes mais especificas

* |deal para redes com dimensoes consideraveis

* Informacao pode ser relevante na despistagem
de problemas de rede ou de seguranca
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Como funciona?

* Os equipamentos sao configurados para
exportar a informacao coletada -- os “flows”

* 0 equipamento que recebe esta informacao
necessita de ferramentas para extrair o
conteudo dos “flows”
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Como funciona? "

A extracdo dos flows esta sujeita a sampling

— amostragens por intervalo de tempo ou por
quantidade de flows

— limitando a quantidade de informacao para analisar

0
/f\u g :




R,
i b
N )
s et
e ‘w i
- Ty -h_H_LH
Remote 2
te#2
I“'\-., A A p
i
. Remote
#1 ]

FCT .. |[FCCN



Ferramentas para analise de flows £:SER!

(Alguns exemplos)

* NfSen

* Splunk

* SolarWinds Netflow Analyzer
 Paessler PRTG
 ManageEngine

* nProbe

NfSen splunk >
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NfSen - Caracteristicas
=2
=
 Ferramenta open source %‘
B

* Apresentacao de Dashboards

 Disponibiliza os dados dos flows atraves de
gueries
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NfSen - Caracteristicas
s
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- Navegacao e utilizacdo acessivel em “
ambiente web M\

 Criacao de perfis de trafego com
determinadas caracteristicas

* Criacao de alertas para determinados
padroes de trafego




Profile: live

ICP

Dados dos Flows

UDP ICMP other
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Profileinfo:

Tvpe: live

Max: 50TB

Exp: 300 days 0 hours

Start: Sep 20 2020 - 03:55 WET
End: May 26 2021 - 09:00 WET
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Dados dos Flows £t GERI

“w Statistics timeslot May 25 2021 - 21:05

udp: icmp: other: all: tcp: udp: icmp: other: all: udp: icmp: other:
I [+ Fy e 437.0 /s 367.3 /s 609/ 62/ 2.7/ 3lk/s 22k 7630/ 6.7/ 432/ 208 Mb/s lﬁ.l Mb/s  4.420b/s  4.9kb/s 263.2 kb/s

I GTa63 1431/s 1184/ 208/s 2.8/ 11/ 1Llkfs 10ks 12104 31/ 22/ T7.5Mbis  6.9Mb/s 5391.7Tkb/s 1.9kbis 4.7 kb/s
GT6l 375.7/s 256.6/s 90.2/s 275/ 14/s 24kis 15kis 720.0/s 334/ 167.9/s 14.27Mb/s  7.47Mb/s 5.0Mb/s 223kbis 1.8 Mb/s
I GT31 2000 /s 1525/ 437/ 37/ 015 LS8kis 12kis 6522/ 3945 2.0/ 133Mb/'s  9417b/s 4.0Mb/s  2.6kbis 14.6 kb/s

I GT30 0.0 /s 0/s 0s 0/s 0.0/s 0.0/s 0/ 0/ 0/s 0.0/ 4.8 b/s 0 bis 0 bis 0 bis 4.8 b/s
GT42 154045 106.9/s 459/s 09/ 04/s 463.9/s 3106/s 1493/ 1.0/ 30/ 33Mb/s 2217AIb/s 11Mb/s 611.9b/s 20.3 kb/s
GT43 0.5/ 01/s 04/ 0.0/ 0.0/s 06/s 01/ 05/ 005 0.0/ 2.8kb/s 289.5b/s 2.5kbis 39b/s 19.6Db/s

I GT23 13/ 03/s 08/5 02/ 00/ 22/ 035 1746 025 00/ 148Lkbis 1.5kb/s 132kb/s 1522h/s 10.5b/s

I GT60 0/s 0/s 0/s 0/s 0/s 0/s 0is 0/s 0/s 0/s 0 bis 0 b/s 0 bis 0 bis 0 bfs

I EBrFw LAy L0k 998.7/s 330/ 144/s 05/s 26kis 15kis Llkis 140/ 02/s 1397b/s 22Mb/s 1L7Mb/s 10.9kb/s 210.8 bis
GT13 306.7/s 3306/ 3587/ 62/ 13/ 33Kk 29kl 3246/ T.0/ 148/ 11.1Mb/s  987Mb/s 12Mb/s  51kbis  46.1 kb/s

I GTol 32kfs 206kis 472.0/s 1348/s 103 /s 202kis 14.7k/s 51kis 1476/ 291.9/s 131.27M[b/s 94.57Ib/s 34.2 Mb/s 2004 kb/s 2.2 Alb/s
GTO06 12k/s 9714/ 2399/ 122/s 6.7/ TO9kis S6k/s 22kis 134/ 1064/ 35877Ab/s 42217Ib/s 16.2Mb/s 17.6 kb/s 216.1 kb/s
I DISTO3 0.2/ 02/ 00/s 0is 0Ofs 0.4/s 04/ 0.0/ 0is 0/s 1381b/s 1223b/s 157 bis 0 bis 0 bis
GTI1S 762/ 33.7/s 49/s 365/ 10/ 190.5/s 79.0/s 656/ 377/ 8.2/s 313.3kb/s 63.3kb/s 209.4kbis 26.2kb/s 14.4 kbis
GTO2 0/s 0/s 0/s 0/s 0/s 0/s 0/s 0/s 0/s 0/s 0 b/s 0 b/s 0 b/s 0 b/s 0 bi's

DISTOL 23kfs 14kis 97774 160/ 2.7/ 105.0kis 988 k/s 35.0kis 2745/ 457/ 333.4Nb/s 3034 Mb/s 20,7 Mb/s 204.0kb/s 46.2 kb/s

Display: ) Sum @® Rate
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Queries — Dados estatisticos w

Netflow Processing

Source: Filter: Options:
GT22 ip 1.1.1.1 () List Flows ® Stat TopN
GT63
GT61 Top:
GT3 Stat: |f-‘-lr1'_|,r IP Address w | order by m
GT30 Limit: [ [Packets v |[> v|[0 [~ vl
GT42 ~) and[<none> v 0
All Sources A Output: . L] /IPv6 long

| Clear Form || process |

=* nfdump -M /data/nfsen/profiles-data/live/GT22:GT63:GTE1:GT31:GT30:GT42:GT43:GT23:6TE0: FW_LAN:GT13:GTO1:GT@6:DISTE3:GT18:GTE2: DI
nfdump filter:

ip 1.1.1.1

Top 18 IP Addr ordered by flows:

Date first seen Duration Proto IP Addr Flows(%) Packets(%) Bytes(%) pps bps  bpp
2821-85-25 2@:34:14.634 2129.885 any 1.1.1.1 14@4(186.8) 1588({1e6.2) 162764(188.8) e 611 1a2
2821-85-25 21:684:39.1356 384.319 any 183.136.203.164 254(18.1) 257{16.2) 22845(13.5) 8 579 a5
2821-a5-25 21:84:48.877 383,642 any 194.210.4.91 123( 8.8) 125( 7.9) 6837( 4.2) @ 13e 54
2821-85-25 21:64:44.176 298.78@ any 164.210.216.100 la4( 7.4) 184{ 6.5) 18617( 6.5) 8 284 162
2821-85-25 21:84:37.126 287.645 any 194.210.151.8 79( 5.6) 79( 5.8) 6676( 4.1) e 179 84
2821-85-25 21:84:36.571 367.829 any 183.136.87.243 78( 5.4) 77( 4.8) 6389( 3.9) e 165 82
2821-85-25 21:81:17.384 443.485 any 193.137.3.467 57( 4.1) 57({ 3.8) 17298(18.9) @ 312 382
2821-85-25 21:864:37.628 299,347 any 183.137.75.158% E3{ 3.8) 53( 3.3) 6o68( 4.3) e 186 131
2821-85-25 21:84:43.418  388.853 any 194.210.151.4 45( 3.2) 45( 2.8) 4192( 2.8) a 111 a3
2821-85-25 21:84:53.487 233.987 any 183.137.64.16l1 34{ 2.4) 34( 2.1) 3277( 2.8) e 112 96

Summary: total flows: 1484, total bytes: 162784, total packets: 1588, avg bps: 611, avg pps: 8, avg bpp: 182

Total flows processed: 2886458, Blocks skipped: @, Bytes read: 198345724
Sys: 8.799s flows/second: 3688627.3 Wall: 1.6%95s flows/second: 1782283.8
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Queries — Comunicagoes dos CERT
especificas

Netflow Processing

Source: Filter: Options:
ip 1.1.1.1 @® List Flows O
Limit to:
[ bi-directional
[ proto
Aggregate
and | <none> v U sreport [
All Sources [ dstPort [
Sort: [ start time of flows

Output: [J /IPv6 long

** nfdump -M /fdata/nfsen/profiles-data/live/GT22:GT63:GTE1:GT31:GT38:GT42:GT43:6GT23:GT60: FW_LAN:GT13:GTO1:GT@6:DISTE3:GT18:GT@2:DISTE1 -T -r 2021/@5/25/nfcapd.282185252185 -c 20
nfdump filter:

ip 1.1.1.1

Date first seen Event XEvent Proto Src IP Addr:Port Dst IP Addr:Port X-Src IP Addr:Port X-Dst IP Addr:Port  In Byte Out Byte
20821-85-25 21:94:43.6824 IGNORE Ignore UDP 1.1.1:33 - 194.210.211.64:57131 0.0.0.0:0 -> o] 20 159 <]
2821-85-25 21:084:43.508 IGNORE Ignore TCP 1.1.1:443 - 183.136.53.11:60272 0.0.0.0:0 - o] 48 5]
2821-85-25 21:084:44,392 IGNORE Ignore TCP 1.1.1:443 - 183.136.53.11:00277 0.0.0.0:0 - o] 619 5]
2021-85-25 21:94:44.628 IGNORE Ignore TCP L1.1.1:443 -> 183.136.53.11:60282 0.0.0.0:0 -> 4] o1 2]
2821-85-25 21:084:44.784 IGNORE Ignore TCP .53.11:60287 -» 1.1. 3 0.0.0.0:0 - o] 48 5]
2821-85-25 21:84:55.908 IGNORE Ignore UDP .37.14:33452 -» 1. 53 0.0.0.0:0 - a 72 2]
2021-85-25 21:04:57.964 IGNORE Ignore TCP 38.253:52788 -» 1. :443 0.0.0.0:0 - 0 133 ]
2821-85-25 21:85:81.688 IGNORE Ignore UDP £5.126:46568 ->» 1.1.1. 1:53 0.0.0.0:0 - o] 68 5]
2821-85-25 21:85:85.724 IGNORE Ignore UDP 1.1.1:53 - 183.137.32.165:49043 0.0.0.0:0 - o] 119 5]
2021-@5-25 21:85:19.926 IGNORE Ignore UDP 65.126:50765 -> 1.1.1.1:53 0.0.0.0:0 - 4] 68 =]
2821-85-25 21:85:25.336 IGNORE Ignore UDP 1.1.1:53 - 183.137.65.104:62748 0.0.0.0:0 - o] 148 5]
2821-85-25 21:85:25.976 IGNORE Ignore UDP 1.1.1:53 - 183.136.33.223:35455 0.0.0.0:0 - o] e 5]
2021-85-25 21:85:19.052 IGNORE Ignore UDP . .55.26:00680 -> 1.1.1.1:53 0.0.0.0:0 -> a. 72 2]
2821-85-25 21:85:41.588 IGNORE Ignore UDP 1.1.1.1:53 -» 194.210.237.1531:56351 0.0.0.0:0 - 0. 112 <]
2821-85-25 21:85:45.648 IGNORE Ignore UDP 083.136.60.35:49876 -> 1.1.1.1:53 0.0.0.0: - a. 73 2]
2021-85-25 21:85:49.312 IGNORE Ignore UDP 193.137.65.126:42333 ->» 1.1.1.1:53 0 .0 -> ]} 68 2]
2821-85-25 21:85:51.676 IGNORE Ignore UDP 193.137.28.243:54138 -» 1.1:53 a. .0 - 61 5]
2021-85-25 21:85:56.888 IGNORE Ignore UDP 193.137.65.126:52693 -> 1.1:53 d. .0 - 68 8
2821-85-25 21:85:57.364 IGNORE Ignore UDP 163.137.65.126:43008 -» 1.1:53 ] .0 - 68 5]
2821-85-25 21:086:86.688 IGNORE Ignore UDP 183.137.65.126:34662 -> 1.1:53 a. L0 - 68 5]

Summary: total flows: 28, total bytes: 2227, total packets: 2@, avg bps: 212, avg pps: ©
Time window: 2821-85-25 2@:34:58 - 2021-85-25 21:@9:59

Total flows processed: 34947, Blocks skipped: 8, Bytes read: 2897132

Sys: @.848s flows/second: 713335.1 Wall: ©.842s flows/second: 7088083.5
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Queries - Exemplos .

* “IP x.x.x.x” - Comunicacoes com o IP x.x.x.x

* “IP x.x.x.x and IP y.y.y.y” - Comunicagoes entre o
IP x.x.x.xeolPy.y.y.y

 “Flags S and flags A” - Pacotes TCP com a flag
SYN e ACK
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AR
Queries - Exemplos .

* “Proto icmp” - todas as comunicagoes com o
protocolo icmp

* “IP x.x.x.x and port 443" - Comunicagoes com o
IP x.x.x.x e que envolva o porto 443, seja na
origem ou destino

* “Srcip x.x.x.x and dst port 22" - Comunicacgoes
com |P de origem x.x.x.x e porto de destino 22
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Em Resumo o

70 . .y .
X/ A analise de flows e indispensavel para
termos visibilidade sobre o trafego

(:) Devido ao volume de dados, e frequente
recorrer-se a sampling

w , e
X/ Obter dados relevantes e tipicamente um
processo moroso
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