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Intelligence  Hunting Graph AP 888 signin m

> VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and
other breaches, automatically share them with the security community.

FILE URL SEARCH
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[ Choose file ]
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VTAPI - HTTPS://DEVELOPERS.VIRUSTOTAL.COM/V2.0/

G VT
API Reference Search ETRLK
JUMP TO CTRL4 LANGUAGE
/file/report .
I W L] o .
&P e wvirustotal. com fvtspifv2 ile/report Shel Pythan PHP :

Getting started with v2 X
Retrieve file scan reports
Public vs Premium AP

I hy
AP| responses
YOUR REQUEST HISTORY REQUEST
FlLes TIME STATUS  PATH USER AGENT
G L 10/18/2022 02:56 PM @ 200 AP| Explorer
ffile/scan [ st ]
ffile/scan/upload_ur [ e ] Fage
filefresean = The resource argument can be the MD3, SHA-1 or SHA-256 of a file for which you want to
/file/download [ e retrieve the most recent antivirus report. You may also specify 2 scan_id returned by the
ou [ e ] [file/scan endpoint.
file/network-traffic L= If the allinfo argumentis setto true additional information other than the antivirus Replay Redquest
/file/feed [ =] results is returned. This additional information includes:
fMlefdusters = = the output of several third party tools acting on the file (PCFID, Exiflool, sigcheck, TriD, e i
/Mile/search [ e ] cte) { ] -
» the output of cther in-house technologies.
VRS * metadata regarding VirusTotal submissions:
Jurlfreport [ e ] « number of unique sources that have sent the file in the past .
Jurlfscan = . t_seen first seen date
Jurlffeed e ) ® submission_names a list of file names it was sumitted as
* behaviour-vl cutput of behavioral sandboxes if there was successful execution in the
DOMAINS &IPS sandbox. . Win32.Wanna. toNL",
. . » File operations (read, write, open, etc) “update” 18"
jemaneRen = Network aperations
fip-address/report L * Mutew/registry operations
COMMENTS
J——— p— M sandbox data
Jeommants/put = The file/behaviour has the raw sandbox data, and requires additional parsing on

the dlient side. file/report with allinfo behaviour-vi contains a good summary

@

The allinfo argument is available in the Private APl only.

Sxample response

: true,
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HTTPS://WWWJVIRUSTOTAL.COM/
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Este e-mail nio esti sendo axibido corretarmente” Veja no sen navegador.
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Querido cleinte do BB

Mantenha o seu cadastro sempre atualizado!

Mudou de telefone, enderego ou tem um novo e-mail? Avise o BB! Com
o seu cadastro atualizado, evite de ter sua conta blogueada!

Aplicativg Banco do Brasil para celular, Atualize agora

Facil, saguro & completo. Baixe agora. no APP
@ http:/ fwww.atualizarconta.com/
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ANALISE DE URLS - HTTP://WWW.ATUALIZARCONTA.COM g

* Ao pesquisar pelo URL através do VirusTotal, podemos confirmar que
nosso colega esta certo em achar que o email seja suspeito?

* Qual foi a classificacao que o site recebeu dos diferentes vendors?
* Quando é que este URL foi submetido para analise pela primeira vez?
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ANALISE DE URLS

Qual destes dois URLs parece suspeito:

o http://sandk8s30.dlc.zzbm.360es.cn

o https://www.peterclarkllc.com
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ANALISE DE BINARIOS

ChromeSetup.exe
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ANALISE DE BINARIOS h
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LINUX:
ssh sebastiao@193.136.2.x
Password: ...

PUTTY:

sebastiao(@193.136.2.x
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ANALISE DE BINARIOS RYE
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Qual é o hash sum SHA256 de cada um dos ficheiros? (sha256sum NomedoFicheiro)
1. 1e7c¢91dbce7e273ce973bd366df311e3ce5fe47621b2bcl3aelele5922811e03

Qual é o nome dos ficheiros sugeridos pelo VirusTotal e o tamanho de cada
ficheiro?

1. GoogleUpdateSetup.exe - 1.36 MB
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ANALISE DE BINARIOS A

Quais sao as taticas de Defense Evasion usadas por este malware?

Quantos Contacted IP Addresses estao associados com este ficheiro?
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ANALISE DE BINARIOS

Alguma sandbox detetou o ficheiro como malicioso?

O ficheiro possui algum tipo de assinatura?

Quem sao os Signers?
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Q Obrigada!
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